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Introduction: 

 In this report, we are conducting a recon on 172.16.22.58, 172.16.11.1,  and 172.16.100.0/24. 

We will be gathering general information (hosts up that are up, open ports, vulnerabilities) on the hosts. 

 

Using nmap: 

sudo nmap -sS 172.16.100.0/24 

 

** -sS establishes a stealth TCP connection when -sT does for a simple TCP connection (meaning that 

the firewall can detect and block the connection). Doing the 2 different scans, we obtain the same result 

of number of hosts that are up. 

  

6 hosts are up on the 172.16.100.0/24 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

sudo nmap 172.16.22.58 

Ports 22 and 80 are open, this host must be a web-server. The OS running on the server is linux. 

Network Distance: 1 hop 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

sudo nmap 172.16.11.1 

This host is down; it is unreachable. We tried ping and nmap but we were uncessful. 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

List of Ips/hosts that are up: 

 

1. 172.16.100.1 ( open ports: 21 (ftp), 23 (telnet); OS: Linux ) 

2. 172.16.100.2 ( web-server; open ports: 80 (http), 443 (https); OS: Linux ) 

3. 172.16.100.3 (mysql database; open ports: 3306 (mysql); OS: Linux ) 

4. 172.16.100.4 ( open ports: 23 (telnet); OS: Linux ) 

5. 172.16.100.5 ( open ports: 23 (telnet); OS: Linux ) 

6. 172.16.100.6 ( open ports: None ) 

7. 172.16.22.58 ( web-server; open ports: 22 (ssh), 80 (http); OS: Linux ) 

 

 

TOPOLOGY 

    

 

 

   

 

 

 

 

 

 

 

 

 

 

Checking Vulnerabilities: 

 

** 172.16.100.1 

No vulnerabilities found. 

 

  

 

   

172.16.100.1 172.16.100.4 172.16.100.5 172.16.100.6 

172.16.100.2 
172.16.22.58 

172.16.100.3 

Host 1 Host 2 Host 3 Host 4 

web-server1 web-server2 

Mysql db 



 

 

 

 

 

 

 

 

 

 

 

 

Traceroute: 

1 Hop   0.13 seconds 

 

** 172.16.100.2 

The web-server is running Apache httpd 2.4.41 

  

Traceroute: 

1 Hop    0.13 seconds 

 

** 172.16.100.3 

This database is running mysql version 8.0.22; we can also explore the capabilities of the database; 

authentication plugin 

 



 

 

Traceroute: 

1 Hop     0.14 seconds 

 

 

** 172.16.100.4 

 

Traceroute 

1 Hop      0.18 seconds 

 

** 172.16.100.5 

 

Traceroute 

1 Hop      0.14 seconds 

 

** 172.16.100.6 

 

Traceroute 

1 Hop      0.18 seconds 

 

 

** 172.16.22.58 

 

There are many vulnerabilities on the open port 80 of the web-server which is running Apache httpd 

2.4.41 

 



 

 

Traceroute: 

1 Hop    0.15 seconds 

 

 

 

Openvas Scanning Results on 172.16.22.58 and 172.16.11.1 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

Conclusion: 

 

 Using main tools/commands such as nmap, traceroute, ping, and the openvas software, we have 

collected 7 hosts that are up : 4 host computers, 2 web-servers, and 1 mysql database. We have found 

one main vulnerability on the web-servers (.100.2 and .22.58). The port 80 are opened and the 

hosts/applications are exchanging sensitive data in plain text. We have also found some vulnerabilities 

on the mysql database (.100.3) 

 


