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Introduction:

In this report, we are conducting a recon on | NS, I, -nd .

We will be gathering general information (hosts up that are up, open ports, vulnerabilities) on the hosts.

Using nmap:

sudo nmap -5 | NG

** _sS establishes a stealth TCP connection when -s7 does for a simple TCP connection (meaning that
the firewall can detect and block the connection). Doing the 2 different scans, we obtain the same result
of number of hosts that are up.

6 hosts are up on the _

Starting Nmap 7.92 ( https://nmap.or;s at 2022-09-30 00:41 EDT
Nmap scan report for

Host 1is up (0.00036s latency).

Not shown: 998 filtered tcp ports (no-response)

PORT STATE SERVICE

21/tcp open ftp

23/tcp open telnet

MAC Address: SE:0C:5B:AF:85:D3 (Unknown)

Nmap scan report for

Host is up (0.00035s latency).

Not shown: 998 filtered tcp ports (no-response)
PORT STATE SERVICE

80/tcp open http

443/tcp open https

MAC Address: ©02:42:AC:10:64:02 (Unknown)

Nmap scan report for

Host is up (0.00035s latency).

Not shown: 999 filtered tcp ports (no-response)
PORT STATE SERVICE

3306/tcp open mysql

MAC Address: 02:42:AC:10:64:03 (Unknown)

Nmap scan report for

Host is up (0.00032s latency).

Not shown: 999 filtered tcp ports (no-response)
PORT STATE SERVICE

23/tcp open telnet

MAC Address: ©02:42:AC:10:64:04 (Unknown)




Nmap scan report for

Host 1is up (0.00030s latency).

Not shown: 999 filtered tcp ports (no-response)
PORT STATE SERVICE

23/tcp open telnet

MAC Address: ©02:42:AC:10:64:05 (Unknown)

Nmap scan report for

Host is up (0.00055s latency).

All 1000 scanned ports on are in ignored states.
Not shown: 1000 filtered tcp ports (no-response)

MAC Address: ©02:42:AC:10:64:06 (Unknown)

sudo nmap | NGTczNEE

Ports 22 and 80 are open, this host must be a web-server. The OS running on the server is linux.
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sudo nmap | A

This host is down; it is unreachable. We tried ping and nmap but we were uncessful.




Starting Nmap 7.92 ( https://nmap.org ) at 2022-09-30 00:28 EDT
Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (© hosts up) scanned in 1.69 seconds

PING ) 56(84) bytes of data.

From I Destination Host Unreachable
From ? Destination Host Unreachable
From Destination Host Unreachable
From 2 Destination Host Unreachable
From Destination Host Unreachable

Destination Host Unreachable

ping statistics —
9 packets transmitted, O received, +6 errors, 100% packet loss, time 8182ms
pipe 4

List of Ips/hosts that are up:

(open ports: 21 (fip), 23 (telnet); OS: Linux )

( web-server; open ports: 80 (http), 443 (https); OS: Linux )
(mysql database; open ports: 3306 (mysql); OS: Linux )
(open ports: 23 (telnet); OS: Linux )

( open ports: 23 (telnet); OS: Linux )

( open ports: None )

( web-server, open ports: 22 (ssh), 80 (http); OS: Linux )
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Checking Vulnerabilities:

kK

No vulnerabilities found.
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Starting Nmap 7 ( https://nmap.org at 2022-09-30 01:
Nmap scan report fo1
Host 1s up (0.00014s latency).
Not shown: 999 filtered tcp ports (no-response

STATE SERVICE VERSION

tcp open mysql MySQL 8.0.22
TLS random ss does not represent time
: Subje : commonName=MySQL_Server_8.0.2 rated_Server_Certificate
Not valid before: 2022-09-22719:21:58

_Not valid after: p. 21:58
mysql-info:
Protoco

Version: 8

Thread ID:

Capabilities flags: 65535

Some Capabilities: ODBCClient, DontAllowDatabaseTableColumn, FoundRows, SwitchToSSLAfterHandshake, S
upportsCompression, Support4lAuth, Speaks41ProtocolOld, SupportsTransactions, IgnoreSigpipes, LongPasswo
rd, InteractiveClient, IgnoreSpaceBeforeParenthesis, ConnectWithDatabase, Speaks41ProtocolNew, LongColum
nFlag, Suppc S dDataLocal, SupportsAuthPlugins, SupportsMultipleStatments, SupportsMultipleResults

Status:

Salt: 5 \X0DK10 \x010
_ Auth Igr _native_password
MAC Address: 02:42 :10:64: (Unknown)
warning r s may be unreliable because we could not find at least 1 open and 1 ¢losed pprt
Aggressive gL es: Linux 4.15 - 5.6 (95%), Linux 5.0 - 5.4 (95%), Linux 2.6.32 (95%), Lihtx ™2

Traceroute:
1 Hop 0.14 seconds

-

Traceroute
1 Hop  0.18 seconds

«

Traceroute
1 Hop  0.14 seconds

o

Traceroute
1 Hop  0.18 seconds

o

There are many vulnerabilities on the open port 80 of the web-server which is running Apache httpd
2.4.41



https://nmap.org ) at -09-30 02:23 EDT
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Not showr 998 filte d tcp ports (no-response)
PORT STATE SE CE VERSION

8.2p1 Ubuntu &4ubur [ ; protocol

32 (RSA)
: 8¢ - : ® (ECDSA)
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Openvas Scanning Results on [INIEIEGNGzGzGEGEG-»d NS

. About
Host
Vulnerability *' Severity v QoD = = Location Created
ame
Wed, Sep 21,

Cleartext Transmission of Sensitive o
Information via HTTP C’) m- 5% _ 0/cp lzjggz 6:50 PM

Q
Summary

The host / application transmits sensitive information (username, passwords) in
cleartext via HTTP.

Detection Result

The following input fields where identified (URL:input name):

http://I/ | 09in . php: password
http:// I/ vser_new.php:password

Detection Method




- HTTP Basic Authentication (Basic Auth)
- HTTP Forms (e.g. Login) with input field of type 'password"’

Details: Cleartext Transmission of Sensitive Information via HTTP OID: 1.3.6.1.4.1.25623.1.0.108440
Version 2020-08-24T15:18:352
used:

Affected Software/0OS

Hosts / applications which doesn't enforce the transmission of sensitive data via an [}
encrypted SSL/TLS connection.

Impact

An attacker could use this situation to compromise or eavesdrop on the
HTTP communication between the client and the server using a man-in-the-middle attack to get access to
sensitive data like usernames or passwords.

Solution
Solution Type: @ Workaround

Enforce the transmission of sensitive data via an encrypted SSUTLS connection.
Additionally make sure the host / application is redirecting all users to the secured SSU/TLS connection before

Cleartext Transmission of Sensitive o . 50 % ~ ‘;‘g’z"z‘ 56’7’5"02;,;
inhormation e HTTF — p 2026

Thu, Sep 22,
FTP Unencrypted Cleartext Login K fecium) VIV _ 21/tcp 2022 2:10 PM

uTC

h  Fri. Sep 30,

FTP Unencrypted Cleartext Login = 70 % _ 21/tcp 2022 2:20 A}

utCc

Thu, Sep 22,
Telnet Unencrypted Cleartext Login <5 osium)  IERLES | 23/tcp 2022 2:10 P

uTcC

Fri, Sep 30,
Cleartext Transmission of Sensitive
e ® o o I soncp 2022719

Fri, Sep 30,
Cleartext Transmission of Sensitive <
Information via HTTP c') SO 80 % _ BOytep Zgéz 22140

Fri, Sep 30,
TCP timestamps =5 s0% | generalftcp 2022 2:18 AN

uTcC

Wed, Sep 21,
TCP timestamps = 80 % generalftcp 2022 6:49 Ph

uTtc

Conclusion:

Using main tools/commands such as nmap, traceroute, ping, and the openvas software, we have
collected 7 hosts that are up : 4 host computers, 2 web-servers, and 1 mysql database. We have found
one main vulnerability on the web-servers (.100.2 and .22.58). The port 80 are opened and the
hosts/applications are exchanging sensitive data in plain text. We have also found some vulnerabilities
on the mysql database (.100.3)



