
Penetration Test Report
Metasploitable 3: IP 172.16.22.167

Executive Summary

I have been given this assignment by Dr. Roger Shore as my final exam to conduct a
penetration test on a metasploitable 3 Virtual Machine in order to determine its exposure to a
targeted attack. All activities are conducted in a manner that simulates a malicious actor
engaged in a targeted attack against the VM with the goal: determine the password for each
individual in the class. I have successfully been able to recover the passwords for each user
using hashcat command.
Username  → Password
tbeal           → romeo25
Mdeknatel  → peace4me
ngreiner     → password#1
charamis    → p@55w0rd
rkobbe        → oddball1
jriccardelli   → princess4eva!
rtarbari        → pineapple123

Scope Details

In this penetration test, we have access to the username of each individual in the class. The
usernames are the first initial followed by the last name. To determine the password, we must
use hashcat with the rockyou.txt as the basis for the passwords. The host IP address is
172.16.22.167.
Usernames:
tbeal
Mdeknatel
ngreiner
charamis
rkobbe
jriccardelli
rtarbari

Security Tools Used:
● Nmap
● Nessus
● Hashcat/Rockyou.txt
● Metasploit



Methodology:

Option 1: Default Password on Metasploitable 3

1. ssh login into metasploitable 3 machine
Using the default username (vagrant) and password (vagrant) we login to the
metasploitable 3 machine.
The following command allows us to achieve this goal:

ssh vagrant@172.16.22.167

When prompted to enter the password, we key in vagrant. We are in metasploitable 3
normal user shell (Fig. 1)

2. Become root user

To be able to access the /etc/shadow file, we need root privilege to do so. So, let’s run
the following command to become root: sudo su

3. Make a copy of /etc/shadow and /etc/passwd file with normal user privilege

Let’s make a copy of the /etc/shadow file that we will use in future to figure out the
passwords.
First let’s create a file (password_hash.txt) with normal user privilege. We are creating
a normal user privilege file for us to be able to copy to our local machine later. For that,
let’s run: touch password_hash.txt.
Now let’s do the copy /etc/shadow by redirecting the output of cat in our newly created
file.
Run the following command: cat /etc/shadow > password_hash.txt
We can see that password_hash contains the content of the /etc/shadow file



We can also check the privilege that password_hash.txt has with: ls -l

Let’s repeat the same process to copy /etc/passwd over password_hash0.txt

4. Copy password_hash.txt and password_hash0.txt to our Local Machine

Now that we have a copy of the /etc/shadow file (password_hash.txt) in metasploitable
located in ~/attack, let’s go back to our local machine to copy password_hash.txt over.
We will need the power of the super copy(scp) command to transfer files from a remote
machine to our local machine, vice-versa.
The command is the following:

scp vagrant@172.16.22.167:~/attack/password_hash.txt .

vagrant                                         → is the username on the machine
172.16.22.167                               → is the IP Address of the host (metasploitable 3)
~/attack/password_hash.txt       → is the path to the file on the remote host (metasploitable 3)

. → indicates where I want the file to be copied to (which is current
directory)

When prompted to enter a password, we enter vagrant as password.



Let’s repeat the same process to copy over the file password_hash0.txt from the
remote host.

scp vagrant@172.16.22.167:~/attack/password_hash0.txt .

5. Use of unshadow to convert the two files into a comprehensible hash for hashcat

We need to decode the two files into a hash that we can utilize with hashcat to find the
passwords. We need to use the following command:

unshadow password_hash0.txt password_hash.txt > Ppasswd.txt

6. Using Hashcat to discover the passwords



Once we have our password hash file Ppasswd.txt, we now can proceed to the
passwords’ discovery. For that, we need the hashcat command to come into play.
First of all, we need to determine the mode of attack (-a flag) and the hash (-m flag) we
want to use. Using the man page of hashcat, we determine -a 0 (straight) and -m 1800
(SH-512(Unix)).

The command is the following:

sudo hashcat -a 0 -m 1800 -o myfile.txt \
Ppasswd.txt /usr/share/wordlists/rockyou.txt.gz

We use -o flag to save the hashed passwords in the file myfile.txt



The passwords are saved in the file myfile.txt. At the end of the attack (hashcat), we print
both the myfile.txt and password_hash.txt files and match the end of the hashes to
match the corresponding passwords.

Fig. 2

Fig. 3

From the above figures, we match the hash of rtarbari to the password pineapple123.
We repeat the same process in order to figure out the passwords for the rest of the
group. The results are the following:

tbeal           → romeo25
Mdeknatel  → peace4me
ngreiner     → password#1
charamis    → p@55w0rd
rkobbe        → oddball1
jriccardelli   → princess4eva!
rtarbari        → pineapple123



Option 3: Establish a reverse shell as root from metasploit

In this option, let’s explore some of the vulnerabilities found in the Findings and Remediation
session in metasploit: FN-02 Drupal Coder Module Deserialization RCE
In metasploit, let’s search for the module by name and use the option 0 which is the drupal
coder module (Fig. 4)

Fig. 4

Now that we have loaded the module, let’s see which configurations are required for the attack
to be executed. We use the command show options.



Fig. 5
From Fig. 5, we see that RHOSTS (Remote Hosts), RPORT (Remote Port), TARGETURI,
LHOSTS (Local Hosts), and LPORT (Local Port) are required configurations to be set. Luckily,
RPORT, LHOST, and LPORT are already set. Now let’s set RHOST and TARGETURI.
RHOST is the machine we are targeting which is metasploitable 3 and its IP address is
172.16.22.167. The TARGETURI the the url of the target (determine during our Nessus scan in
the session Findings and Remediations) which is
http://172.16.22.167/drupal/sites/all/modules/coder/coder_upgrade/scripts/coder_upgrade.run.php

Once all the configurations are done, we can run the attack. Now we have a reverse shell
established (Fig.6). To confirm that, let’s run whoami and also print the working directory (pwd).

Fig. 6

Findings and Remediation

FN-01 Open ports on the system

Tools Used: nmap

Issue Description:
Open ports on the system helps to tell what infrastructures and services are on the network.
This gives us an idea about the topology of the network.

Proof of Vulnerability:
Using the nmap tool, we gather information about the open ports, the services they are running,
and their versions, and the operating system.

Used Command:



sudo nmap -A -p 1-8000 172.16.22.167
-A: determines services and their versions, runs scripts, runs traceroute, and

determines OS.
-p 1-8000: specifies the range of ports we want to run the scan on

Port: 22, 80, 631, 3500 are opened
Os: Linux 3.11 - 4.1



FN-02 Drupal Coder Module Deserialization RCE

Severity: Critical (Risk Factor → 10)
Type: remote
Family: CGI Abuses
EDB-ID: 40149

Tools used: Nessus

Location/URI:
http://172.16.22.167/drupal/sites/all/modules/coder/coder_upgrade/scripts/coder_upgrade.run.php

Issue Description:

The version of Drupal running on the remote web server is affected by a remote code execution
vulnerability in the Coder module, specially in file coder_upgrade.run.php, due to improper
validation of user-supplied input to the unserialize() function.

Proof of Vulnerability:
Used Nessus vulnerability scan tool for discovery.

Impact: Hackers can exploit this vulnerability to get unauthenticated remote access and
establish a reverse shell.



Recommendation:
1. Upgrade the Coder module to version 7.x.1.3/7.x.2.6 or later
2. Remove the entire Coder module directory from any publicly accessible website

FN-03 Drupal Database Abstraction API SQLi

Severity: High (Risk Factor → 7.5)
Type: remote
Family: CGI Abuses
CVE: cve-2014-3704
BID: 70595
EDB-ID: 34984, 34992, 34993, 35150

Exploitable with:
- metasploit (Drupal HTTP parameter key/value SQL injection)
- D2 Elliot (Drupal core 7.x SQL injection)

Tools used: Nessus

Location/URI:

Issue Description:
The remote web server is running a version of Drupal that is affected by a SQL injection
vulnerability due to a flaw in the Drupal database abstraction API.

Proof of Vulnerability:
Used Nessus vulnerability scan tool for discovery.



Impact: A remote attacker could use a crafted request that could lead to privilege escalation, or
a remote code execution.

Recommendation:
1. Upgrade to version 7.32 or later

FN-04 SSL Medium Strength Cipher Suites Supported (SWEET32)

Severity: High (Risk Factor → 7.5)
Type: remote
Family: General
CVE: cve-2016-2183

Tools used: Nessus

Issue Description:

The remote host supports the use of SSL ciphers that offer medium strength encryption.

Proof of Vulnerability:
Used Nessus vulnerability scan tool for discovery.



Impact: It is considerably easier to circumvent medium strength encryption if the attacker is on
the same physical network.

Recommendation:
1. Reconfigure the affected application if possible to avoid use of medium strength ciphers.

FN-05 IP Forwarding Enabled

Severity: Medium (Risk Factor → 6.5)
Type: remote
Family: Firewalls
CVE: cve-1999-0511

Tools used: Nessus

Location:
● Detected local MAC Address                  : 9eef5ce36adb
● Response from local MAC Address        : 9eef5ce36adb
● Detected GAteway MAC Address           : 8e435803e030
● Response from Gateway MAC Address : 8e435803e030

Issue Description:
The remote host has IP forwarding enabled.

Proof of Vulnerability:



Used Nessus vulnerability scan tool for discovery.

Impact: An attacker can exploit this to route packets through the host and potentially bypass
some firewall/routers/NAC filtering

Recommendation:
1. Disable IP forwarding

a. On linux, run the command:
echo 0> /proc/sys/net/ipv4/ip_forward

b. On Windows set the key ‘IPEnableRoute’ to 0 under:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Tcpip\Parameters

c. On Mac OS X, run the command:
sysctl -w net.inet.ip.forwarding=0

FN-06 Apache Multiviews Arbitrary Directory Listing

Severity: Medium (Risk Factor → 5.3)
Type: remote
Family: Web Servers
CVE: cve-2001-0731
BID: 3009
EDB-ID: 21002
OWASP: OWASP-CM-004

Tools used: Nessus

Location/URI:



http://172.16.22.167/?M=A

Issue Description:

The Apache web server running on the remote host is affected by an information disclosure
vulnerability.

Proof of Vulnerability:
Used Nessus vulnerability scan tool for discovery.

Impact: An unauthenticated, remote attacker can exploit this, by sending a crafted request to
display a listing of a remote directory, even if a valid index file exists in the directory.

Recommendation:
1. Upgrade to Apache 1.3.22 or later versions
2. Disable Multiviews

Conclusion:
We have been able to access the metsploitable 3 machine as root and our attack is

successful. We have been able to retrieve the passwords of all the users:
tbeal           → romeo25
Mdeknatel  → peace4me
ngreiner     → password#1
charamis    → p@55w0rd
rkobbe        → oddball1
jriccardelli   → princess4eva!



rtarbari        → pineapple123
Moreover, scanning the machines, we have discovered some serious vulnerabilities

ranging from critical to info. Between these vulnerabilities, we have Drupal Coder Module
Deserialization RCE, Drupal Database Abstraction API SQLi, SSL Medium Strength Cipher
Suites Supported (SWEET32), IP Forwarding Enabled, and Apache Multiviews Arbitrary
Directory Listing. Taking into consideration al the open ports on the system and the list of
vulnerabilities discovered, we can say that the overall risk of the metasploitable 3
machine as a result of our penetration test is HIGH.
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