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Metasploitable 3 IP: 172.16.22.140

Top vulnerabilities of the Virtual Machines:

General view of the vulnerabilities
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1. Metasploitable 2

Top 11 vulnerabilities rated “high”:
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Top 10 vulnerabilities rated “medium”:
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2. Metasploitable 3

Top 6 vulnerabilities rated “high”:

Fig. 4

Top 5 vulnerabilities rated “medium”:
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1. Metasploitable 2

Exploring Vulnerabilities:
a. rlogin passwordless login:

rlogin or remote login is a Unix program or service that allows users to login to another host
using a network. It works similarly like ssh. rlogin uses port 513.
On our metasploitable 2 machine, rlogin allows a remote host to login with root privilege with no
password required (Fig. 6).

Fig. 6

No CVE provided in openVAS



From rapid7:

CVE found from metasploit: CVE-1999-0651
CVE-1999-0502

Information Gathered from CVE.org and NVD.nist.gov

CVSS Version 3.x



CVSS Version 2.0

Exploitation: Using Kali Linux

We can explore this vulnerability from our kali machine to get root access to metasploitable 2
machine without knowing and entering the password.
From the kali terminal, run the following command:

rlogin -l root 172.16.22.143

This will give us root access to metasploitable 2 machine (Fig. 7)

Fig. 7

If you get an ssh error like the following (Fig. 8), it is probably that rsh-client tools have not been
installed and ssh is the default service.

Fig. 8



Do the following to install the rsh-client tools and try again.

Exploitation: Using /usr/share/metasploit-framework directory
In our Kali machine, after running metaslpoit let’s search for rlogin with the following command:

search name:rlogin

We get following

Now that we know the reference number of the module, we enter in the CLI “use 0” which
basically tells metasploit that we want to exploit the vulnerability number 0. With “show options”
command, we can get more information about the vulnerability.



We set the RHOSTS to the target host (metasploitable 3 [ IP Address: 172.16.22.143 ]) with the
command “set rhosts 172.16.22.143” and the username with “set USERNAME root”. Following,
let’s run our exploit with the command “run”. The attack is completed successfully!

2. Metasploitable 3
a. FTP Brute Force Logins Reporting:

FTP (File Transfer Protocol) is a standard communication protocol used to transfer computer
files from a server to a client. FTP uses port 21.
The FTP server is using the default login credentials and therefore is allowing a brute force
attack (Fig. 9)



Fig. 9

CVE: CVE-1999-0501
CVE-1999-0502
CVE-1999-0507
CVE-1999-0508

Information Gathered from CVE.org and NVD.nist.gov

Fig. 10: CVSS Version 3.x



Fig. 11: CVSS Version 2.0

Exploitation: Using Kali Linux

We can explore this vulnerability from our kali machine to get access to metasploitable 3
machine files by guessing the username and password (username: vagrant; password:
vagrant). Fig. 12

From the kali terminal, run the following command:

ftp 172.16.22.140 21
ftp  <IP address> <Port>

Fig. 12

Exploitation: Using /usr/share/metasploit-framework directory

In our Kali machine, after running metaslpoit let’s search for rlogin with the following command:

search cve:cve-1999-0502

We get following



Fig. 13

As shown in Fig. 13 above, we are interested in the number 6 module. Let’s do the following
(Fig. 14). Let’s pay closer attention to USERNAME and PASSWORD.

Fig. 14



Before we run our brute force attack, we need to set the host IP address, the username and
password we want metasploit to use when guessing.

set rhosts 172.16.22.140

set USERNAME vagrant

set PASSWORD vagrant

After making sure everything is set, we can run the exploit with the command “run”. The attack is
successful! (Fig. 15).

Fig. 15


