
Pen-Test Report 

Targeted Network: 172.16.100.0/24  

May want to expand on 172.14.0.0/16 to get a better picture 

1. Introduction 

In this penetration test report, we are performing an information gathering and a 

reconnaissance on the network 172.16.100.0/24. We want to detect the number of hosts on the 

network, the open ports, the services run and their versions, the operating systems, and establish a list 

of vulnerabilities. We also want to have a topology of the entire network. 

2. Reconnaissance Results 

Ip address & DNS names 

Host #1: 172.16.100.1 

- Operating system: Oracle Virtual Box 

o Unix 

o Linux 

- CPE: 

o Linux_kernel 

- Software versions 

o Bay Networks Baystack 450 switch → version3.1.0.22 

- Open ports 

o 23/TCP → telnet → version: Linux telnetd 

o 21/TCP → ftp → version: vsftpd 3.0.3 

- Traceroute: 

o Hop 1:  

▪ RTT: 7.45 ms 

▪ Address: 10.0.2.2 

o Hop 2:  

▪ RTT: 7.50 ms 

▪ Address: 172.16.100.1 

- Vulnerabilities discovered 

o Total Vulnerabilities: 17 

▪ 1 Medium  

▪ 16 Info 

o Important vulnerabilities: 

▪ Unencrypted Telnet Server: 

• Risk factor: Medium 

• CVSS v3.0 Base Score 6.5 



                Fig1. Result from Nessus 

Host #2: 172.16.100.2 (Web Server) 

- Operating System: Oracle Virtual Box, QEMU, Bay Networks embedded 

- Services running 

o Host: localhost 

- Software versions 

o Bay Networks Baystack 450 switch → version3.1.0.22 

- Open ports: 

o 80/TCP → http → version: Apache httpd 2.4.41 (Ubuntu) 

o 443/TCP → https → version: Apache httpd 2.4.41 

- Traceroute: 

o Hop 1:  

▪ RTT: 4.75 ms 

▪ Address: 10.0.2.2 

o Hop 2:  

▪ RTT: 4.83 ms 

▪ Address: 172.16.100.2 

- Vulnerabilities discovered 

o Total Vulnerabilities: 23 

▪ 1 Medium  

▪ 22 Info 

o Important vulnerabilities: 

▪ IP Forwarding Enabled: 

• Risk factor: Medium 

• CVSS v3.0 Base Score 6.5 



 

Host #3: 172.16.100.3 (Database) 

- Operating System: Oracle Virtual Box, QEMU, Bay Networks embedded 

- Software versions 

o Bay Networks Baystack 450 switch → version 3.1.0.22 

- Open ports: 

o 3306/TCP → mysql → version: MYSQL 8.0.22 

▪ Protocol: 10 

▪ Version: 8.0.22 

▪ Thread ID: 1265 

▪ Capabilities Flag: 65535 

▪ Status: Autocommit 

▪ |   Salt: \x12L\x04Rh\x1B`FK@p#r \x19k\#R3 

▪ |_  Auth Plugin Name: mysql_native_password 

▪ Some Capabilities:  

• Support41Auth 

• IgnoreSigpipes, FoundRows 

• SupportsLoadDataLocal 

• IgnoreSpaceBeforeParenthesis 

• ConnectWithDatabase, SwitchToSSLAfterHandshake 

• DontAllowDatabaseTableColumn 

o 443/TCP → https → version: Apache httpd 2.4.41 

- Traceroute: 

o Hop 1:  

▪ RTT: 2.91 ms 

▪ Address: 10.0.2.2 

o Hop 2:  

▪ RTT: 3.17 ms 

▪ Address: 172.16.100.3 

- Vulnerabilities discovered 

o Total Vulnerabilities: 12 



▪ 1 Medium  

▪ 11 Info 

o Important vulnerabilities: 

▪ IP Forwarding Enabled: 

• Risk factor: Medium 

• CVSS v3.0 Base Score 6.5 

Host #4: 172.16.100.4 

- Operating system: Oracle Virtual Box 

o Linux 

- CPE: 

o Linux_kernel 

- Software versions 

o Bay Networks Baystack 450 switch → version: 3.1.0.22 

- Open ports 

o 23/TCP → telnet → version: Linux telnetd 

- Traceroute: 

o Hop 1:  

▪ RTT: 9.96 ms 

▪ Address: 10.0.2.2 

o Hop 2:  

▪ RTT: 10.03 ms 

▪ Address: 172.16.100.4 

- Vulnerabilities discovered 

o Total Vulnerabilities: 12 

▪ 2 Medium  

▪ 10 Info 

o Important vulnerabilities: 

▪ IP Forwarding Enabled: 

• Risk factor: Medium 



• CVSS v3.0 Base Score 6.5 

▪ Unencrypted Telnet Server: 

• Risk factor: Medium 

• CVSS v3.0 Base Score 6.5 

Host #5: 172.16.100.5 

- Operating system: Oracle Virtual Box 

o Linux 

- CPE: 

o Linux_kernel 

- Software versions 

o Bay Networks Baystack 450 switch → version: 3.1.0.22 

- Open ports 

o 23/TCP → telnet → version: Linux telnetd 

- Traceroute: 

o Hop 1:  

▪ RTT: 4.51 ms 

▪ Address: 10.0.2.2 

o Hop 2:  

▪ RTT: 4.61 ms 

▪ Address: 172.16.100.5 

- Vulnerabilities discovered 

o Total Vulnerabilities: 12 

▪ 2 Medium  

▪ 10 Info 



o Important vulnerabilities: 

▪ IP Forwarding Enabled: 

• Risk factor: Medium 

• CVSS v3.0 Base Score 6.5 

▪ Unencrypted Telnet Server: 

• Risk factor: Medium 

• CVSS v3.0 Base Score 6.5 

Host #6: 172.16.100.6 

- Operating system:;  

o Agfa DryStar 5500 printer, D-Link DP-300U, DP-G310CPE: 

o Hamlet HPS01UU print server, TAHOE 8216 power management System 

- Traceroute: 

o Hop 1:  

▪ RTT: 7.13 ms 

▪ Address: 10.0.2.2 

o Hop 2:  

▪ RTT: 7.50 ms 

▪ Address: 172.16.100.6 

- Vulnerabilities discovered 

o Total Vulnerabilities: 5 

▪ 1 Medium  

▪ 4 Info 

o Important vulnerabilities: 

▪ IP Forwarding Enabled: 



• Risk factor: Medium 

 

 

Host #7: 172.16.100.10 

- Operating system: Oracle Virtual Box 

o Linux 

o Unix 

- CPE: 

o Linux_kernel 

- Device Type: bridge | general    purpose | switch 

- Software versions 

o Bay Networks Baystack 450 switch → version: 3.1.0.22 

- Open ports 

o 21/TCP → ftp → version: vsftpd 3.0.3 

o 22/TCP → ssh → version: OpenSSH 7.2p2 Ubuntu 4ubuntu2.2 (Ubuntu Linux; protocol 2.0) 

▪ Host Key:  

|   2048 4b6fe94a8e5b2b4d123494489bfc051a (RSA) 

|   256 3761b8e907af1cf16a4994eade19cfb4 (ECDSA) 

|_  256 5cc2487e04511dba89a1ca4a55904fe6 (ED25519) 

o 23/TCP → telnet → Linux telnetd 

o 53/TCP → domain → version: ISC BIND 9.10.3-P4-Ubuntu 

o 80/TCP → http → version: Apache httpd 2.4.18 

o 3128/TCP → squid-http → version: Squid http proxy 3.5.12 

- Traceroute: 

o Hop 1:  

▪ RTT: 3.94 ms 

▪ Address: 10.0.2.2 

o Hop 2:  

▪ RTT: 3.99 ms 

▪ Address: 172.16.100.10 

 

- Vulnerabilities discovered 

o Total Vulnerabilities: 50 

▪ 1 Critical 

▪ 2 Medium  

▪ 47 Info 

o Important vulnerabilities: 

▪ Multiple Vendor DNS Query ID Field Prediction Cache Poisoning 

• Risk Factor: Critical 



• CVSS v3.0 Base Score: 9.1 

 

 

▪ DNS Server Cache Snooping Remote Information Disclosure: 

• Risk factor: Medium 

• CVSS v3.0 Base Score 5.3 

▪ Unencrypted Telnet Server: 

• Risk factor: Medium 

• CVSS v3.0 Base Score 6.5 

 

 



Host #8: 172.16.100.42 (Printer) 

- Operating system: Oracle Virtual Box 

o Oracle Virtual Box 

o Kodak ESP C310 printer 

- Open ports 

o 445/TCP → Microsoft-ds 

o 631/TCP → ipp 

o 3306/TCP → MySQL 

o 8080/TCP → http-proxy 

- TRACEROUTE (using port 80/tcp) 

                     HOP   RTT       ADDRESS 

o 1   3.97 ms   10.0.2.2 

o 2   ... 6 

o 7   995.75 ms 172.16.100.42 

- Vulnerabilities discovered 

o Total Vulnerabilities: 5 

▪ 1 Medium  

▪ 4 Info 

o Important vulnerabilities: 

▪ IP Forwarding Enabled: 

• Risk factor: Medium 

Other hosts discovered on 172.16.0.0/16 

Host #9: 172.16.0.0 

- Open ports 

o 80/TCP → http 

o 443/TCP → https 

Host #10: 172.16.0.1 

- Open ports 

o 22/TCP → ssh 

o 80/TCP → http 

o 443/TCP → https 

Host #11: 172.16.0.3 

- Open ports 

o 111/TCP → rpcbind 

o 80/TCP → http 

o 443/TCP → https 

o 445/TCP → Microsoft-ds 

Host #12: 172.16.0.50 



- Open ports 

o 22/TCP → ssh 

o 2049/TCP → nfs 

Host #13: 172.16.1.11 

- Open ports 

o 80/TCP → http 

o 443/TCP → https 

o 21/TCP → ftp 

o 22/TCP → ssh 

o 111/TCP → rpcbind 

o 2049/TCP → nfs 

o 3309/TCP → mysql 

Host #14: 172.16.1.12 

- Open ports 

o 53/TCP → domain 

o 88/TCP → Kerberos-sec 

o 135/TCP → msrpc 

o 389/TCP → ldap 

o 445/TCP → Microsoft-ds 

o 464/TCP → kpasswd5 

o 593/TCP → http-rpc-epmap 

o 636/TCP → ldapssl 

o 3268/TCP → globakcatLDAP 

o 3269/TCP → globakcatLDAPssl 

Commands Used 

- nmap -A “ip address” 

- nmap -O “ip address” 

- nmap -sT “subnet” 

- nmap -sS “subnet” 

- nmap -Pn “subnet” 

- ping “ip address” 

- dig “ip address” 

Tools Used 

- Nessus 

- Google Search Engine 

3. Conclusion 

During this pen test, we have discovered 8 main hosts having many of their ports opened. The 

vulnerabilities discovered ranged from simple Information to medium and Critical. We’ve found servers, 

web servers, one database, and printers on the network. 


